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SYNOPSIS 
A resolution has been prepared authorizing the execution of a contract for SCADA System Improvements 
with Baxter & Woodman Control Systems Integration (BWCSI) of Crystal Lake, Illinois in the amount of 
$93,000. 
 
STRATEGIC PLAN ALIGNMENT 
The Five Year Plan and Goals identified Top Quality Village Infrastructure and Facilities. 
 
FISCAL IMPACT 
The approved FY10 budget includes $100,000 in the Water Fund for this contract. 

 
 
 
BACKGROUND 
Project Description 
This work represents the first phase of a two year effort to modernize and improve the Village’s 
Supervisory Control and Data Acquisition (SCADA) system.  Generally, SCADA refers to an industrial 
control system: a computer system monitoring and controlling a process.  In Downers Grove, the SCADA 
system monitors, records and controls the operations of the Village’s water system.  Overall, this project 
will maintain and improve the viability and security of the SCADA system, and make it a more useful tool 
for staff involved in managing the water system.  More specifically, the proposed work under this contract 
for 2010 can be broken down as follows: 
 

1) SCADA Server, Operating System and Software 
• Replacement of the server hardware to provide redundant hard drives and power supplies. 
• Upgrade of the SCADA software version to a mature product that is adopted by a large 

number of municipalities and has good support and development capabilities. 
 
2) Project Management and Server Configuration 

Professional system integration services  
• Creation of a SCADA disaster recovery document.    
• Configuration of the new software and integration with the new hardware and existing 

Village office network.  
 
3) Improvement to Historical & Database Reporting Tools 

UPDATE & RECOMMENDATION 
This item was discussed at the September 21, 2010 Village Council meeting. Staff recommends 
approval on the October 5, 2010 consent agenda. 
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• Provision of a data collection and reporting system to collect and store data, and a web-
based front-end interface to allow staff to view and print reports and enter manual data not 
currently collected by the SCADA system.    

 
4) Operator Interface Terminals (OIT) and Programmable Logic Controller (PLC) Programming 

• Replacement of remote site PLC hardware with new PLC hardware that provides for 
improved communication and programming as well as new Operator Interface Terminals. 

 
Project benefits include:  

• Provides basic system hardware and software upgrades needed to keep the SCADA system 
operational, 

• Improves system security and disaster recovery, 
• Automates data collection processes currently performed manually, 
• Creates SCADA reporting tools available on the Village’s administrative network; and 
• Expands access to water system data to key Village staff. 

 
Vendor Selection 
Pursuant to Section 2.42 of the Municipal Code, the Village Manager has the authority under the 
definition of “professional service” to negotiate a contract not subject to competition given that the service 
sought requires a high degree of skill or expertise which is in its nature unique.   
 
Staff has worked with BWCSI on a variety of SCADA projects as well as ongoing non-contract service 
and support since 2007.  Within that time frame, BWCSI has provided consistently superior service and 
highly trained staff to the Village.  Among the unique aspects of BWCSI are: 
 

1) The only Systems Integrator in Illinois and Wisconsin that is “Triple Certified” in the critical 
technologies that are used in Downers Grove including being a GE/Intellution Solution Provider 
and a Certified Wonderware Integrator, a Rockwell (Allen Bradley) Registered Integrator, and a 
Microsoft Certified Partner. 

 
2) Guarantee their 24 hour/day x7 days/week responsiveness (response within 30 minutes every time 

without failure). 
 
3) Uniquely skilled in information technology security.  Recognizing the sensitivity of water utility 

data, BWCSI employs a “Certified Information System Security Professional” (CISSP) that is 
responsible for the security and network architecture of their projects.  This is important because 
SCADA systems are increasingly seen as extremely vulnerable to cyberterrorism attacks. 

 
4) One of the few technology consulting firms that focus exclusively on government.  They possess a 

unique knowledge of how government technology applications work with government business 
processes.    

 
The contract being presented is the result of a multi-step process involving the proposed consultant and 
Village staff from the Public Works and Information Services Departments.  As tasks for the project were 
identified, an evaluation was completed to determine whether Village staff may be able to assist or supply 
materials for implementation to reduce costs.  Through this process, staff and the consultant identified 
savings in excess of $17,000. 
 
ATTACHMENTS 
Contract Documents 



RESOLUTION NO.          

A RESOLUTION AUTHORIZING EXECUTION OF AN 
AGREEMENT AND ADDENDUM BETWEEN THE VILLAGE OF DOWNERS GROVE 

AND B&W CONTROL SYSTEMS INTEGRATION

BE IT RESOLVED by the Village Council of the Village of Downers Grove, DuPage County,

Illinois, as follows:

1. That the form and substance of a certain Agreement (the “Agreement”) and Addendum (the

“Addendum”), between the Village of Downers Grove (the “Village”) and B&W Control System Integration

(“BWCSI”), for the supervisory control and data acquisition (SCADA) system associated with the Village’s

water distribution remote facilities, as set forth in the form of the Agreement and Addendum submitted to

this meeting with the recommendation of the Village Manager, is hereby approved.

2. That the Village Manager  and Village Clerk are hereby respectively authorized and directed

for and on behalf of the Village to execute, attest, seal and deliver the Agreement and Addendum,

substantially in the form approved in the foregoing paragraph of this Resolution, together with such changes

as the Manager shall deem necessary.

3. That the proper officials, agents and employees of the Village are hereby authorized and

directed to take such further action as they may deem necessary or appropriate to perform all obligations and

commitments of the Village in accordance with the provisions of the Agreement.

4. That all resolutions or parts of resolutions in conflict with the provisions of this Resolution

are hereby repealed.

5. That this Resolution shall be in full force and effect from and after its passage as provided

by law.

                                                             
Mayor

Passed:
Attest:                                                    
                Village Clerk

1\wp8\res.10\H2O-Dist-SCADA



    
    

   

 

  
 B&W Control Systems Integration 

 8678 Ridgefield Road ∙ Crystal Lake, IL 60012 

815.788.3600 office  ∙  815.455.0450 fax ∙ www.bwcsi.com  

 
Mr. Stan Balicki  April 15, 2010 
Assistant Public Works Director 
Village of Downers Grove 
5101 Walnut Avenue 
Downers Grove, IL  60515-4074 
 
Subject:   Phase 1 SCADA Improvements  
 BWCSI Job No. 100130 
 
Dear Stan: 

B&W Control Systems Integration (BWCSI) completed a Supervisory Control and Data 
Acquisition (SCADA) assessment and master plan in the fall of 2009 that outlined the 
potential for the Village of Downers Grove to significantly improve portions of the Village’s 
SCADA system.  Improvements were divided into two phases and prioritized to help the 
Village to gain the most “bang for the buck” in a phase approach that makes sense.  Since 
our report was finalized, we discussed the improvements further to identify some of the 
recommendations that work best for Village staff.  Following are BWCSI’s recommended 
scope of services to move the Village’s SCADA system forward. 

Scope of Services 

Summary of Improvements 
Following is a summary of the proposed improvements: 

• Provide a new server-class server. Upgrade and Replace the Village’s Existing 
SCADA Server with the new server. 

• Upgrade and test the Village’s Existing Win-911 Alarming and Notification Software 
• Configure and Test iFIX on the Village’s existing Citrix Terminal Server (for “thin 

client” access from other authorized Village workstations) 
• Reconfigure SCADA System Security for Secure Logon  
• Develop and Test a Simple SCADA Disaster Recovery Plan 
• Connect and Secure the Village’s SCADA Server to the Village’s Administrative 

network using a business-class firewall 
• Implement a Remote Access Option for SCADA utilizing the Village’s existing 

Microsoft ISA Server 
• Install Operator Interface Terminals (OITs) at Finley & 35th St Rate Station and the 

Lemont & 75th St Rate Station   

http://www.bwcsi.com/�
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• Design and configure a fully operational Web-based SCADA reporting system 

designed to replace the Village’s existing manual and Excel-based data collection 
system 

Equipment 

SCADA Server 
 Provide a Dell T300 (or equal) server with the following minimum specifications: 

• Processor: Quad Core Intel® Xeon, 2.5 GHz. 
• Memory: 4GB 
• Tower Chassis Orientation. 
• Power Supply: Redundant Power Supplies. 
• Hard Drive Configuration: Two (2) redundant 250 GB drives, with a PERC Integrated 

hardware RAID controller operating in RAID1 (redundancy). 
• Network Adapter: (2) Integrated Gigabit Ethernet NICs. 
• CD/DVD Drive: Combo CDRW / DVD Drive, SATA. 
• Sound card and speakers for local alarm annunciation 
• Hardware Support Services: 3 Year 4HR 7x24 Onsite manufacturer support 
• Operating System: Windows Server 2008 R21

• 22” LCD Display 
 Standard. 

 Provide an upgrade to the GE iFIX SCADA software (Increase from 300 tag to 900 
tag, and upgrade from Version 3.x to Version 5.0).   

 Provide one (1) year of iGlobal Care SCADA software support.  BWCSI recommends 
that the Village budget $1,000 per year after one year to maintain this support 
agreement (it will minimize future upgrade costs). 

Firewall Appliance 
 Provide one (1) Cisco ASA5505 Security Appliance with one (1) year of Cisco 

SmartNet support.  BWCSI Recommends the Village budget $100/yr to continue 
support of the Cisco Security Appliance. 

                                                       
1 Licenses to be purchased under the Village’ existing State of Illinois Select Agreement.  
The operating system software license will be for Server 2008, but Server 2003 may be 
loaded depending on software compatibility at the time of installation. 
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Remote Site OITs and Related Equipment 
 Provide two (2) Allen Bradley MicroLogix 1100 PLCs to replace the existing 

Micrologix 1000s at two existing water sites. 

 Provide two (2) Red Lion 6” color touch screen OITs 

 Provide two (2) industrial Ethernet switches with cables to connect OITs and PLCs 

Labor 

Project Management 
 Plan, schedule, and coordinate upgrades, changes, and documentation with the 

Village’s operational and technology staff.  Work with software and hardware 
vendors on the Village’s behalf to purchase required soft/hardware for the system 
upgrades. 

 Attend meetings and coordinate a simple SCADA disaster recovery document to 
guide Village staff through what is required to restore the SCADA server from a 
catastrophic failure. 

Server Configuration 
 Prep new server: install Windows Server Standard operating system, patch, and 

configure for SCADA. 
 Configure the new server to perform the same function as the existing SCADA 

server. 
 Install GE iFIX version 5.0 and migrate the existing iFIX SCADA application to the 

new server. 
 Develop a new SCADA software navigational structure with input from Village staff 

to allow staff to quickly view system status and navigate to any screen in two or 
less clicks. 

 Install newest version of alarm dialing software, configure with existing 
configuration, work with Village staff to reconfigure, as necessary, software 
alarming 

 Connect and secure server to Village’s network through the new Cisco ASA5505 
firewall to allow SCADA server to securely communicate with the Village’s 
administrative network (assumes Village Information Technology (IT) staff provides 
a static IP address for the connection and is available to assist with server and 
network configuration) 

 Reconfigure server to back up to the Village’s existing file server at Village Hall 
 Install and configure the Village’s Antivirus software  
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 Configure SCADA server security and test with Village IT staff. 
 Test the server to ensure proper operation of the migrated software. 

Historical Database and Reporting  
 Provide a data collection and reporting system consisting of either a SQL Express 

Edition database (or utilize the Village’s existing SCADA server) to collect and store 
data, and a web-based front-end interface to allow staff to view and print reports 
and enter manual data not currently collected by the SCADA system.  

 The following reports will be created to model the samples BWCSI received (the 
report layout will likely change to accommodate the new web-based reporting 
format) for automatic display/print/emailing in PDF format: 

 Rate Control Station/Charts Log (Any data on this report that is not 
collected by SCADA will be entered manually). 

 Water System Overview (Any data on this report that is not collected by 
SCADA will be entered manually).  It is our intention that this report is used 
by the Village to submit monthly to the Illinois Environmental Protection 
Agency, in lieu of the current Excel spreadsheet that is used.  

Operator Interface and PLC Programming 
The following will be performed at two (2) of the Village’s water sites (Finley & 35th St 
Rate Station and the Lemont & 75th St Rate Station): 
 
 Replace existing MicroLogix1000 PLC with MicroLogix1100 PLC.  No PLC code 

changes will be made other than to make the existing code compatible with the 
MicroLogix1100. 

 Provide power and I/O rewiring required for PLC replacement. 
 Provide Red Lion 6” color touch screen OIT and install in existing PLC enclosure. 
 Provide Ethernet switch and patch cables to connect PLC to OIT. 
 Develop OIT screens to display basic system status (tower levels, local alarms, and 

rate station flows).    Screens will show all status information for its local site and all 
system overview data. 

 Test system to ensure proper operation. 

Fee 

Our fee for the above scope is a lump sum of $93,000. 
 
This fee is valid for 90 days from the date of this proposal. 
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Acceptance 

If this proposal is acceptable, please sign one copy of this proposal and return to us.  Feel 
free to contact me if you have any questions. 
  
 
Very truly yours, 
 
B&W CONTROL SYSTEMS 
INTEGRATION, LLC 

 
Christopher T. Sosnowski, P.E. 
Vice President / General Manager 
CTS
 
 
J:\BWCSI\CRYSTAL LAKE\DNGSV\100130-PHASE I SCADA IMPS\10-INITIATION\100130 PHASE 1 SCADA IMPS PROPOSAL.DOCX 
 
 
 
 

AUTHORIZATION BY:  
  

DATED:  
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