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VILLAGE OF DOWNERS GROVE
Report for the Village Council Meeting

11/2/2021
SUBJECT: SUBMITTED BY:
Dave Kenny
Cisco Duo Multi-Factor Authentication Director, Information Technology

SYNOPSIS

A motion is requested to authorize the purchase of a Cisco Duo Multi-Factor Authentication (MFA) solution,
including 375 Duo Access edition licenses for one year, 375 Azure Active Directory Premium P1 licenses for
one year, 380 hardware tokens along with installation services from Sentinel Technologies, Inc. of Downers
Grove, Illinois in an amount of $70,440.82.

STRATEGIC PLAN ALIGNMENT

The goals for 2021-2023 include Exceptional Municipal Services.

FiscAL IMPACT
The FY21 Risk Fund includes sufficient funding for this purchase.

RECOMMENDATION

Approval on the November 2, 2021 consent agenda.

BACKGROUND

The Village of Downers Grove maintains exceptionally high standards for cybersecurity and regularly
identifies opportunities to enhance its cybersecurity protection. One such opportunity is the introduction of
Multi-Factor Authentication (MFA). The goal of MFA is to create a layered defense that makes it more
difficult for an unauthorized person to access a target, such as computing device, software system, network
or database.

MFA is a security technology that requires multiple methods of authentication from independent categories
of credentials to verify a user's identity for a login or other transaction. MFA combines two or more
independent credentials: what the user knows, such as a password; what the user has, such as a security token;
and what the user is, by using biometric verification methods.

An RFP was published in accordance with the Village's purchasing policy and three vendors responded.
Sentinel Technologies’ response was the most complete in addressing Village requirements. Staff
recommends the purchase of the MFA solution from Sentinel Technologies, Inc. for a total cost of $70,440.82.
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REQUEST FOR PROPOSAL
(Professional Services)

Name of Proposing Company: Sentinel Technologies, Inc.

Project Name: Multifactor Authentication System
Proposal No.: RFP-9172021-0-2021/JD
Proposal Due: Friday. October 1*. 2021 at 1:00pm

Required of Awarded Contractor:
Certificate of Insurance: Yes

Legal Advertisement Published: September 17% 2021
Date Issued: September 17%, 2021
This document consists of 21 pages.

Return original and two duplicate copies of proposal in a sealed envelope marked with the
Proposal Number as noted above to:

JOSHUA K. DAUSENER
VILLAGE OF DOWNERS GROVE
801 BURLINGTON AVENUE
DOWNERS GROVE, IL 60515
PHONE: 630/434-5544
FAX: 630/434-5571
www.downers.us
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The VILLAGE OF DOWNERS GROVE will receive proposals Monday thru Friday, 8:00 A.M. to
5:00 P.M. at the Village Hall, 801 Burlington Avenue, Downers Grove, IL 60515.

SPECIFICATIONS MUST BE MET AT THE TIME THE PROPOSAL IS DUE.

The Village Council reserves the right to accept or reject any and all proposals, to waive
technicalities and to accept or reject any item of any proposal.

The documents constituting component parts of this Contract are the following:
L REQUEST FOR PROPOSALS
IT. TERMS & CONDITIONS
I DETAILED SPECIFICATIONS
IV.  PROPOSER’S RESPONSE TO RFP (Professional Services)

WV PROPOSAL/CONTRACT FORM

DO NOT DETACH ANY PORTION OF THIS DOCUMENT. INVALIDATION COULD

RESULT. Proposers MUST submit an original, and 2 additional paper copies of the total proposal.
Upon formal award of the proposal this RFP document shall become the Contract, the successful
Proposer will receive a copy of the executed Contract.
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I. REQUEST FOR PROPOSALS

1.

| bl

1.2

1.3

1.4

1.5

2.2

2.3

2.4

25

GENERAL
Notice is hereby given that the Village of Downers Grove will receive sealed Proposals up to
THE TIME AND DATE SET FORTH ON THE COVER PAGE OF THIS CALL FOR BiDs.

Proposals must be received at the Village of Downers Grove by the time and date specified.
Proposals received after the specified time and date will not be accepted and will be returned
unopened to the Proposer.

Proposal forms shall be sent to the Village of Downers Grove, ATTN: .ina
sealed envelope marked "SEALED PROPOSAL". The envelope shall be marked with the

name of the project, date, and time set for receipt of Proposals.

All Proposals must be submitted on the forms supplied by the Village and signed by a proper
official of the company submitting the Proposal. Telephone, email and fax Proposals will
not be accepted.

By submutting this Proposal, the Proposer certifies under penalty of perjury that they have
not acted in collusion with any other Proposer or potential Proposer.

PREPARATION OF PROPOSAL

It is the responsibility of the Proposer to carefully examine the specifications and proposal
documents and to be familiar with all of the requirements, stipulations, provisions, and
conditions swrounding the proposed services. DO NOT SUBMIT A PROPOSED
CONTRACT. UPON ACCEPTANCE BY THE VILLAGE, THIS RFP DOCUMENT
SHALL BECOME A BINDING CONTRACT.

No oral or telephone mterpretations of specifications shall be binding upon the Village. All
requests for interpretations or clarifications shall be made in writing and received by the
Village at least five (5) business days prior to the date set for receipt of Proposals. All
changes or interpretations of the specifications shall be made by the Village in a written
addendum to the Village’s proposers of record.

In case of error in the extension of prices in the Proposal, the hourly rate or unit price will
govern. In case of discrepancy in the price between the written and numerical amounts, the
written amount will govern.

All costs incwired in the preparation, submission, and/or presentation of any Proposal
including any Proposer's travel or personal expenses shall be the sole responsibility of the
Proposer and will not be reimbursed by the Village.

The Proposer hereby affirms and states that the prices quoted herein constitute the total cost
to the Village for all work mvolved in the respective items and that this cost also includes all
mnsurance, bonds, royalties, transportation charges, use of all tools and equipment,
superintendence, overhead expense, all profits and all other work, services and conditions
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3.2

necessarily involved in the work to be done and materials to be furnished in accordance with
the requirements of the Contract Documents considered severally and collectively.

MODIFICATION OR WITHDRAWAL OF PROPOSALS

A Proposal that is in the possession of the Village may be altered by a letter bearing the
signature of the person authorized for submitting a Proposal, provided that it is received prior
to the time and date set for the Proposal opening. Telephone, email or verbal alterations of a
Proposal will not be accepted.

A Proposal that is in the possession of the Village may be withdrawn by the Proposer, up to
the time set for the Proposal opening, by a letter bearing the signature of the person
authorized for submitting Proposals. Proposals may not be withdrawn after the Proposal
opening and shall remain valid for a period of ninety (90) days from the date set for the
Proposal opening, unless otherwise specified.

RESERVED RIGHTS

The Village reserves the exclusive right to waive sections, technicalities, irregularities and
informalities and to accept or reject any and all Proposals and to disapprove of any and all
subcontractors as may be in the best interest of the Village. Timne and date requirements for
receipt of Proposals will not be waived.

II. TERMS AND CONDITIONS

VILLAGE ORDINANCES
The successful Proposer will strictly comply with all ordinances of the Village of Downers
Grove and laws of the State of Illinois.

USE OF VILLAGE'S NAME
The Proposer is specifically denied the right of using m any form or medium the name of the
Village for public advertising unless express permission is granted by the Village.

INDEMNITY AND HOLD HARMLESS AGREEMENT

To the fullest extent permitted by law, the Proposer shall indemnify, keep and save harmless
the Village and its agents, officers, and employees, against all injuries, deaths, losses,
damages, claims, suits, liabilities, judgments, costs and expenses, which may arise directly or
indirectly from any negligence or from the reckless or willful misconduct of the Proposer, its
employees, or its subcontractors, and the Proposer shall at its own expense, appear, defend
and pay all charges of attorneys and all costs and other expenses arising therefrom or
mcwred in connection therewith, and, if any judgment shall be rendered against the Village
in any such action, the Proposer shall, at its own expense, satisfy and discharge the same.
This agreement shall not be construed as requiring the Proposer to indemnify the Village for
its own negligence. The Proposer shall indemnify, keep and save harmless the Village only
where a loss was caused by the negligent, willful or reckless acts or omissions of the
Proposer, its employees, or its subcontractors.

NONDISCRIMINATION
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8.1

8.2

10.
10.1

Proposer shall, as a party to a public contract:

(a) Refrain from unlawful discrimination in employment and undertake affirmative
action to assure equality of employment opportunity and eliminate the effects of past
discrimination;

(b) By submission of this Proposal, the Proposer certifies that it is an "equal opportunity
employer" as defined by Section 2000(e) of Chapter 21, Title 42, U.S. Code
Annotated and Executive Orders #11136 and #11375, which are incorporated herein
by reference. The Equal Opportunity clause, Section 6.1 of the Rules and
Regulations of the Department of Human Rights of the State of Illinois, is a material
part of any contract awarded on the basis of this Proposal.

It 1s unlawful to discriminate on the basis of race, color, religion, sex, marital status, national
origin or ancestry, age, physical or mental disability unrelated to ability, military status,
order of protection status, sexual orientation, sexual identity, or an unfavorable discharge
from military service. Proposer shall comply with standards set forth in Title VII of the Civil
Rights Act of 1964, 42 U.S.C. Sec. 2000 et seq., The Human Rights Act of the State of
Illinois, 775 ILCS 5/1-101et. seq., and The Americans With Disabilities Act, 42 U.S.C. Sec.
12101 et. seq.

SEXUAL HARASSMENT POLICY
The Proposer, as a party to a public contract, shall have a written sexual harassment policy
that:

9.1.1 Notes the illegality of sexual harassment;

9.1.2 Sets forth the State law definition of sexual harassment;

9.1.3 Describes sexual harassment utilizing examples;

9.1.4 Describes the Proposer's internal complaint process mcluding penalties;

9.1.5 Describes the legal recourse, investigative and complaimt process available through
the Illinois Department of Human Rights and the Human Rights Commission and
how to contact these entities; and

9.1.6 Describes the protection against retaliation afforded under the Illinois Human Rights
Act.

EQUAL EMPLOYMENT OPPORTUNITY

In the event of the Proposer’s non-compliance with the provisions of this Equal Employment
Opportunity Clause, the Illinois Human Rights Act or the Rules and Regulations of the
Illinois Department of Human Rights (“Department”), the Proposer may be declared
meligible for future contracts or subcontracts with the State of Illinois or any of its political
subdivisions or municipal corporations, and the Contract may be canceled or voided in whole
or in part, and such other sanctions or penalties may be imposed or remedies invoked as
provided by statute or regulation. During the performance of this Contract, the Proposer
agrees as follows:

10.1.1 That it will not discriminate against any employee or applicant for employment
because of race, color, religion, sex, marital status, national origin or ancestry, age.
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10.1.2

10:1.5

10.1.4

10.1.5

10.1.6

10.1.7

physical or mental disability unrelated to ability, order of protection status, military
status, sexual orientation, sexual identity or an unfavorable discharge from military
service; and further that it will examine all job classifications to determine if minority
persons or women are underutilized and will take appropriate affirmative action to
rectify any such underutilization.

That, if it hires additional employees in order to perform this Contract or any portion
thereof, 1t will determine the availability (in accordance with the Department’s Rules
and Regulations) of minorities and women m the area(s) from which it may
reasonably recruit and it will hire for each job classification for which employees are
hired in such a way that minorities and women are not underutilized.

That, n all solicitations or advertisements for employees placed by it or on its behalf,
it will state that all applicants will be afforded equal opportunity without
discrimination because of race, color, religion, sex, marital status, national origin or
ancestry, age, physical or mental disability unrelated to ability, order of protection
status, military status, sexual orientation, or an unfavorable discharge from military
services.

That it will send to each labor organization or representative of workers with which it
has or i1s bound by a collective bargaining or other agreement or understanding, a
notice advising such labor organization or representative of the Proposer’s
obligations under the Illinois Human Rights Act and the Department’s Rules and
Regulations. If any such labor organization or representative fails or refuses to
cooperate with the Proposer in its efforts to comply with such Act and Rules and
Regulations, the Proposer will promptly so notify the Department and the contracting
agency and will recruit employees from other sources when necessary to fulfill its
obligations thereunder.

That 1t will submit reports as required by the Department’s Rules and Regulations,
furnish all relevant information as may from time to time be requested by the
Department or the contracting agency, and in all respects comply with the Illinois
Human Rights Act and the Department’s Rules and Regulations.

That it will permit access to all relevant books, records, accounts and work sites by
personnel of the contracting agency and the Department for purpose of investigation
to ascertain compliance with the Illinois Human Rights Act and the Department’s
Rules and Regulations.

That it will include verbatim or by reference the provisions of this clause in every
subcontract 1t awards under which any portion of the contract obligations are
undertaken or assumed, so that such provisions will be binding upon such
subcontractor. In the same manner as with other provisions of this Contract, the
Proposer will be liable for compliance with applicable provisions of this clause by
such subcontractors; and further it will promptly notify the contracting agency and
the Department in the event any subcontractor fails or refuses to comply therewith.
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11.

11.2

11.3

11.4

11.5

11.6

11.7

12.
12.1

In addition, the Proposer will not utilize any subcontractor declared by the Illinois
Human Rights Commission to be ineligible for contracts or subcontracts with the
State of Illinois or any of its political subdivisions or municipal corporations.

DRUG FREE WORK PLACE
Proposer, as a party to a public contract, certifies and agrees that it will provide a drug free
workplace by:

Publishing a statement: (1) Notifying employees that the unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance, including cannabis, is prohibited in
the Village’s or Proposer’s workplace. (2) Specifying the actions that will be taken against
employees for violations of such prohibition. (3) Notifying the employee that, as a condition
of employment on such contract or grant, the employee will: (A) abide by the terms of the
statement: and (B) notify the employer of any criminal drug statute conviction for a violation
occurring in the workplace no later than five (5) days after such conviction.

Establishing a drug free awareness program to inform employees about: (1) the dangers of
drug abuse in the workplace; (2) the Village’s or Proposer’s policy of maintaining a drug
free workplace: (3) any available drug counseling, rehabilitation and employee assistance
programs: (4) the penalties that may be imposed upon employees for drug violations.

Providing a copy of the statement required above to each employee engaged in the
performance of the contract or grant and to post the statement in a prominent place in the
workplace.

Notifying the contracting or granting agency within ten (10) days after receiving notice of
any criminal drug statute conviction for a violation occurring in the workplace from an
employee or otherwise receiving actual notice of such conviction.

Imposing a sanction on, or requiring the satisfactory participation in a drug abuse assistance
or rehabilitation program by. any employee who is so convicted as required by section 5 of
the Drug Free Workplace Act.

Assisting employees in selecting a course of action in the event drug counseling, treatment
and rehabilitation is required and indicating that a trained referral team is in place.

Making a good faith effort to continue to maintain a drug free workplace through
implementation of the Drug Free Workplace Act.

PATRIOT ACT COMPLIANCE

The Proposer represents and warrants to the Village that neither it nor any of its principals,
shareholders, members. partners. or affiliates, as applicable, is a person or entity named as a
Specially Designated National and Blocked Person (as defined in Presidential Executive
Order 13224) and that it is not acting, directly or indirectly, for or on behalf of a Specially
Designated National and Blocked Person. The Proposer further represents and warrants to
the Village that the Proposer and its principals. shareholders, members, partners, or affiliates,
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13.
13.1

13.2

1D

14.
14.1

as applicable are not, directly or indirectly, engaged in, and are not facilitating, the
transactions contemplated by this Contract on behalf of any person or entity named as a
Specially Designated National and Blocked Person. The Proposer hereby agrees to defend,
indemnify and hold harmless the Village, and its elected or appointed officers, employees.
agents, representatives, engineers and attorneys, from and against any and all claims,
damages, losses, risks, liabilities and expenses (including reasonable attorney’s fees and
costs) arising from or related to any breach of the foregoing representations and warranties.

INSURANCE REQUIREMENTS

The Proposer shall be required to obtain, from a company or companies lawfully authorized
to do business in the jurisdiction in which the project is located, such general lability
insurance which, at a minimum, will protect the Proposer from the types of claims set forth
below which may arise out of or result from the Proposer’s operations under this Contract
and for which the Proposer may legally liable:

13.1.1 Claims under workers compensation, disability benefit and other similar
employee benefit acts which are applicable to the operation to be performed:

153.1.2 Claims for damages resulting from bodily injury, occupational sickness or
disease, or death of the Proposer’s employees;

13.1.3 Claims for damages resulting from bodily injury, sickness or disease, or death of
any person other than the Proposer’s employees;

13.14 Claims for damages insured by the usual personal injury hability coverage which
are sustained: (1) by a person as a result of an offense directly or indirectly
related to employment of such person by the Proposer, or (2) by another person;

13.1.5 Claims for damages, other than to the work itself, because of injury to or
destruction of tangible property, including loss of use resulting therefrom:

13.1.6  Claims for damages because of bodily mjury, death of a person or property
damage arising out of ownership, maintenance or use of a motor vehicle;

13.1.7  Claims for damages as a result of professional or any other type of negligent
action by the Proposer or failure to properly perform services under the scope
of the agreement between the Proposer and the Village.

The Proposer shall demonstrate having insurance coverage for a minimum of $2 million for
professional liability (errors and omissions).

As evidence of said coverages, Proposer shall provide the Village with certificates of
insurance naming the Village of Downers Grove as an additional insured and include a
provision for cancellation only upon at least 30 days prior notice to the Village.

CAMPAIGN DISCLOSURE
Any contractor, proposer, bidder or vendor who responds by submitting a bid or proposal to
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14.2

143

14.4

13.
15.1

16.

16.1

17,
171

18.
18.1

the Village shall be required to submit with its submission, an executed Campaign
Disclosure Certificate, attached hereto.

The Campaign Disclosure Certificate is required pursuant to the Village of Downers Grove
Council Policy on Ethical Standards and is applicable to those campaign contributions made
to any member of the Village Council.

Said Campaign Disclosure Certificate requires any individual or entity bidding to disclose
campaign contributions, as defined in Section 9-1.4 of the Election Code (10 ILCS 5/9-1.4),
made to current members of the Village Council within the five (5) year period preceding
the date of the bid or proposal release.

By signing the bid or proposal documents, contractor/proposer/bidder/vendor agrees to
refrain from making any campaign contributions as defined in Section 9-1.4 of the Election
Code (10 ILCS 5/9-1.4) to any Village Council member and any challengers seeking to serve
as a member of the Downers Grove Village Council.

SUBLETTING OF CONTRACT

No contract awarded by the Village shall be assigned or any part subcontracted without the
written consent of the Village Manager. In no case shall such consent relieve the Proposer
from its obligation or change the terms of the Contract.

All approved subcontracts shall contain language which incorporates the terms and
conditions of this Contract.

TERM OF CONTRACT

The term of this Contract shall be as set forth in the Detail Specifications set forth in Section
III below. This Contract is subject to the Village purchasing policy with regard to any
extensions hereof.

TERMINATION OF CONTRACT

In the event of the Proposer’s nonperformance, breach of the terms of the Contract, or for any
other reason, and/or that sufficient funds to complete the Contract are not appropriated by
the Village, the Contract may be canceled, in whole or in part, upon the Village's written
notice to the Proposer. The Village will pay the Proposer's costs actually incurred as of the
date of receipt of notice of default. Upon termination, the Proposer will deliver all
documents and products of whatever kind, and their reproducible originals related to the
project, which have been produced to the date of the notice of termination.

BILLING & PAYMENT PROCEDURES

Payment will be made upon receipt of an invoice referencing Village purchase order number.
Once an invoice and receipt of materials or service have been verified, the invoice will be
processed for payment in accordance with the Village payment schedule. The Village will
comply with the Local Government Prompt Payment Act, 50 ILCS 505/1 et seq., in that any
bill approved for payment must be paid or the payment issued to the Proposer within 60 days
of receipt of a proper bill or invoice. If payment is not issued to the Proposer within this 60
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18.2

18.3

19,
19.1

20.

20.1.

20.2

21.
211

21,
22.1

day period, an interest penalty of 1.0% of any amount approved and unpaid shall be added
for each month or fraction thereof after the end of this 60 day period, until final payment is
made.

The Village shall review in a timely manner each bill or invoice after its receipt. If the
Village determines that the bill or invoice contains a defect making it unable to process the
payment request, the Village shall notify the Proposer requesting payment as soon as
possible after discovering the defect pursuant to rules promulgated under 50 ILCS 505/1 et
seq. The notice shall identify the defect and any additional information necessary to correct
the defect.

Please send all invoices to the attention of Village of Downers Grove, Accounts Payable, 801
Burlington, Downers Grove, IL 60515.

RELATIONSHIP BETWEEN THE PROPOSER AND THE VILLAGE

The relationship between the Village and the Proposer is that of a buyer and seller of
professional services and it is understood that the parties have not entered into any joint
venture or partnership with the other.

STANDARD OF CARE

Services performed by Proposer under this Contract will be conducted in a manner consistent
with that level of care and skill ordinarily exercised by members of the profession currently
practicing in the same locality under similar conditions. No other representations express or
implied, and no warranty or guarantee is included or intended in this Contract, or in any
report, opinions, and documents or otherwise.

If the Proposer fails to meet the foregoing standard, Proposer will perform at its own cost,
and without reimbursement from the Village, the professional services necessary to correct
errors and omissions caused by Proposer’s failure to comply with the above standard and
reported to Proposer within one (1) year from the completion of Proposer’s services for the
Project.

For Professional Service Agreements: Project site visits by Proposer during construction or
equipment installation or the furnishing of Project representatives shall not make Proposer
responsible for: (i) constructions means, methods, techniques, sequences or procedures: (i1)
for construction safety precautions or programs; or (111) for any construction contactor(s’)
failure to perform its work in accordance with contract documents.

GOVERNING LAW AND VENUE

This Contract will be governed by and construed in accordance with the laws of the State of
Ilinois without regard for the conflict of laws provisions. Venue is proper only in the
County of DuPage and the Northern District of Illinois.

SUCCESSORS AND ASSIGNS
The terms of this Contract will be binding upon and inure to the benefit of the parties and
their respective successors and assigns; provided, however, that neither party will assign this
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23
23.1

24.
24.1

23,
231

26.
26.1

27.
27.1

28.
28.1

Contract n whole or in part without the prior written approval of the other. The Proposer
will provide a list of key staff. titles, responsibilities, and contact information to include all
expected subcontractors.

WAIVER OF CONTRACT BREACH

The waiver by one party of any breach of this Contract or the failure of one party to enforce
at any time, or for any period of time, any of the provisions hereof will be limited to the
particular instance and will not operate or be deemed to waive any future breaches of this
Contract and will not be construed to be a waiver of any provision except for the particular
mstance.

AMENDMENT
This Contract will not be subject to amendment unless made in writing and signed by all
parties.

NOT TO EXCEED CONTRACT

The contract price is a “not-to-exceed” cost. At any time additional work is necessary or
requested, and the not-to-exceed price is increased thereby, any change, addition or price
increase must be agreed to in writing by all parties who have executed the Contract.

SEVERABILITY OF INVALID PROVISIONS
If any provisions of this Contract are held to contravene or be invalid under the laws of any
state, country or jurisdiction, contravention will not invalidate the entire Contract, but it will
be construed as if not containing the invalid provision and the rights or obligations of the
parties will be construed and enforced accordingly.

NOTICE

Any notice will be in writing and will be deemed to be effectively served when deposited in
the mail with sufficient first class postage affixed, and addressed to the party at the party's
place of business. Notices shall be addressed to the Village as follows:

Village Manager
Village of Downers Grove
801 Burlington Ave.
Downers Grove, IL 60515

And to the Proposer as designated in the Contract Form.

COOPERATION WITH FOIA COMPLIANCE

Contractor acknowledges that the Freedom of Information Act does apply to public records
m possession of the Contractor or a subcontractor. Contractor and all of its subcontractors
shall cooperate with the Village m its efforts to comply with the Freedom of Information
Act. (5 ILCS 140/1 et seq.)
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29. COPYRIGHT or PATENT INFRINGEMENT

29.1 The Proposer agrees to indemnify, defend, and hold harmless the Village against any suit,
claim, or proceeding brought against the Village for alleged use of any equipment, systems,
or services provided by the Proposer that constitutes a misuse of any proprietary or trade
secret information or an infringement of any patent or copyright.
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III. DETAIL SPECIFICATIONS

The Village of Downers Grove (Village) is seeking proposals from qualified firms to specify and
implement a multi-factor authentication (MFA) system to help secure the Village’s network and
prevent unauthorized access to Village systems both local and in the cloud. The proposed solution
should meet the following requirements:

e Authenticate users using a variety of methods including hardware tokens, smart phone
applications, and SMS or e-mail. The Village’s preferred default method for authentication
is hardware based tokens as not all Village employees have access to a smartphone. Please
include the cost of 375 recommended hardware tokens as a part of your response.

e Hardware tokens shall be available for both PCs and mobile devices.

e The proposed solution shall at a minimum allow required multi-factor authentication for the
following Village resources:

o Google Workspace

Palo Alto Networks GlobalProtect VPN client

Microsoft Active Directory

NetMotion Mobility

Microsoft Azure AD (The Village cwrently uses the free tier of Azure for

authentication to the Village’s cloud based financial software. If a paid tier is

required for MFA, please include any associated costs.)
The proposed solution shall be centrally managed, preferably from a cloud-based platform.
Include all associated costs for the MFA system itself, implementation services, and any
recurring costs for a one-year period for 375 users.

e Include training for up to three (3) members of Village IT staff to allow ongoing support of
the system. This training can take the form of knowledge transfer during the implementation
with a short training session after implementation instructing IT staff on ongoing
administration of the system.

e Proposed solution should allow users to self-enroll without the assistance of IT staff. Include
user-friendly documentation to walk users through this on-boarding process.

¢ Proposed solution should include conditional rules to control when and how often MFA
authentication is required. For example: a user that logs on to a computer that they
frequently use at a Village facility using MFA is not required to use MFA each time they log
in to their Google Workspace account but would be required to authenticate using MFA each
time when accessing their Google Workspace account from outside of a Village Facility.

o0 O O

If you have any techmical questions or require further -clarification, please e-mail

bherman@downers.us or dkenny(@downers.us.
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IV. PROPOSER’S RESPONSE TO RFP (Professional
Services

(Proposer must insert response to RFP here. DO NOT insert a form contract, the RFP

s e LT R e R R R A
pecs and Pr oposer’s response will become the Contraci with the

W e B e R R e
document inciuding detall sj

Village.)

Executive Summary

Village of Downers Grove is looking to configure their environment for Multi Factor Authentication.
The Village is interested in enabling MFA for Google Workspace, Active Directory, NetMotion
Mobility, Azwre AD and Palo Alto’s Global Protect VPN. It is the intent of this engagement that
Sentinel will architect, design. and implement the project according to Sentinel established best
practices and in a manner ready for production computing. During this project, knowledge transfer
of general administration tasks, points of scale, and the environment will be provided to prepare the
customer staff moving forward after the engagement.

The next section “Project Overview” highlights the main phases involved in this project. The
“Scope of Work™ section then lays out in further detail what 1s covered as part of this project.
Finally, “Customer Responsibilities and Assumptions” details umportant assumptions Sentinel has
made in discussion with Village of DG’s Team.

Project Overview

Project Phases

Phase 1 - Project Initiation Meeting

Sentinel Project Management will coordinate a kick-off meeting to review and approve the Scope of
Work provided to the Customer. Customer and Sentinel provided resources will be introduced and
their relevant roles for the project discussed. Sentinel Project Management will then coordinate a
time for a site visit by Sentinel Engineers in order to draft a blueprint of all proposed work which
will be provided to the Customer. High level timelines for project milestones will also be identified
and discussed.

Phase 2 - Analysis & Design

Sentinel engineers will perform a high-level audit of the Customer’s relevant infrastructure. The data
collected from this audit will be used to generate a design for the implementation of the solution.
Sentinel engineers will inform the Customer of any design requirements that will need to be
completed by the Customer’s IT staff prior to the start of the next phase (such as provisioning of
storage space, acquisitions of licenses, and other essential design components not covered within this
document). Upon acceptance of the work as detailed within the blueprint by the Customer, Sentinel
engineers and project managers will then coordmate specific dates and times appropriate for
accommodating the nature of the work involved (i.e. work which will require outages will be
scheduled during appropriate maintenance windows).
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Phase 3 - Staging

During the staging phase, equipment will be unboxed, burned-in, configured and tested off-site
before being repacked and delivered for onsite implementation. This ensures maximum efficiency
and quality while mimimizing the disruptions and impacts to the Customer’s environment.

Phase 4 - Implementation
Sentinel engineers will proceed with the implementation of all items specified within this Scope of
Work and further detailed in the Customer approved Design Document.

Multi Factor Authentication — MFA
e The MFA solution will be installed and configured at all relevant sites as defined in the
Implementation section.

Phase 5 - Migrations/Cutover

After implementations are complete, Sentinel engineers will proceed with all migrations and
cutovers. Sentinel engineers will work with Sentinel’s project managers to coordinate any needed
maintenance windows for the completion of the project.

Phase 6 - Post Support
Sentinel engineers will be dedicated to being available for the resolution of any problems or issues
that arise during the post support portion of the project.

Phase 7 - Project Completion

Upon conclusion of all other phases of work Sentinel’s engineers will provide the Customer with
updated design documents for the project. Sentinel’s project management team will then arrange for
a meeting with the Customer to review the status of all project items. If no project items remain open
Sentinel’s project managers will request that the Customer sign off on the project, thus closing the
project at that time.

Scope of Work

Implementation MFA — Multi Factor Authentication

MFA is the foundation for zero trust. Duo verifies that your users are who they say they are, before
they access your data — and with multiple second-factor options, including one-touch Duo Push,
users can easily authenticate in seconds. Multi-factor authentication from Cisco's Duo protects your
applications by using a second source of validation, like a phone or token, to verify user identity
before granting access. Duo is engineered to provide a simple, streamlined login experience for
every user and application, and as a cloud-based solution, it integrates easily with your existing
technology.
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Implementation and Configuration — Multi Factor Authentication

e Sentmel will create and assign DUO administrators with a minimum of 2 admins with
“Owner” roles.

e Sentinel will specify a lockout and fraud reporting email address for Village of DG.

e Sentinel will sync DG Village users from Active Directory to assist in the provisioning and
deprovisioning users.

e Sentinel will work with DG Village to identify applications and or systems that will be
protected by DUO.

Implementation and Configuration — DUO Access Gateway
Duo Access Gateway is an on-premises solution that secures access to cloud applications with your
users’ existing directory credentials (like Microsoft Active Directory or Google G Suite accounts)
using the Security Assertion Markup Language (SAML) 2.0 authentication standard. SAML
delegates authentication from a service provider to an identity provider, and is used for single sign-
on (SSO) solutions.

e Sentinel will assist Village of DG in deploying a Windows server in a DMZ to host DUO

Access Gateway.
e Sentinel will assist Village of DG in installing IIS and any other software required.
e Sentinel will obtain a SSL certificate for the DUO Access Gateway website (public CA).

The minimum system requirements for the Duo Access Gateway host are:
e Form Factor: Physical or virtual machine.
s Processor: Two processors of 2 GHz or faster.
e Memory: 4 GB RAM or greater.
o Disk Storage: 60 GB or greater.
e Operating Systemn: Windows Server 2012, 2012 R2, 2016, or 2019.

Cloud Hosted Services Duo Access Gateway Active Directory,
|  opentbaP or

I SAML 2.0 identity
| Provider

i

amazon
web services

LDAP or SAML

/mu'

HTTPS 443

O \'{l‘.."

internal Network

DMZ

Perimeter Interna.
Internet Firewail Firewall
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Implementation and Configuration — DUO Integration with Pale Alto’s Global Protect VPN
To integrate Duo with your PAN firewalls for SSL VPN, we will need to install a local proxy service
on a machine within your network. This Duo proxy server also acts as a RADIUS server — there's
usually no need to deploy a separate additional RADIUS server to use Duo. Once configured, Duo
sends your users an automatic authentication request via Duo Push notification to a mobile device or
hardware token after successful primary login.

This configuration doesn't support inline self-service enrollment. You'll need to create your users in
Duo ahead of time using one of our other enrollment methods, like directory sync or CSV import.
e Sentinel will setup a system in which we will install the DUO Authentication Proxy.
e Sentinel will navigate to Applications in the DUO Admin panel and protect the Palo Alto’s
Global Protect VPN application.
Sentinel will download and launch the authentication proxy installer on a Windows server.
Sentinel will configure the proxy. The authproxy.cfg is located in the conf subdirectory.

The proxy supports these operating systems:
e  Windows Server 2012 or later (Server 2016 or 2019 recommended).
e CentOS 7 or later.
e Red Hat Enterprise Linux 7 or later.
e Ubuntu 16.04 or later.
e Debian 7 or later.

Cutover/Migration Strategy

Sentinel has provided Engineering and Project Management professional services to support a
SINGLE cutover/migration strategy. The project team will deploy the solution within an estimated 1
cutover window. Any additional cutovers, or phased installation work will be added into scope via
the change order (PCR) process, and may require additional professional services to complete.

Cutover Planning Services Provided by Sentinel
Prior to any cutover, the Sentinel PM and Lead Engineer on the project will provide a “Solution
Installation and Cutover Plan” which details the following:
e Start time and End time that is targeted for the maintenance window required for the cutover.
e Step by step plan for the work that is to be done prior to the installation, during the
installation. and after the installation.
Task ownership for each of the tasks identified.
Task durations for each of the tasks identified.
Back-out plan: along with a timeframe that identifies when we will initiate the back out plan.
Test and Acceptance plans to be executed.

Once the cutover/installation plan has been created, the Sentinel Project Team and the customer will
meet to review and approve the plan. Prior to the cutover, a “go/no-go” call will take place to once
again review the cutover plan, and ensure that all stakeholders involved in the cutover are available,
and all pre-cutover tasks have been completed successfully in preparation for the maintenance
window. If a customer requests to cancel and reschedule a cutover, rescheduling charges may apply.
Any mmpact to customer resource schedules as a result of a “no-go” call, will be customer
responsibility.
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Documentation and Knowledge Transfer

e Provide documentation of the setup including a revised Sentinel design doc as well as any
available vendor-created administrative and/or best practices guides.

e Provide knowledge transfer including basic functional overviews of products implemented,
demonstrating the normal operations as installed in the customer’s environment.

o Note that knowledge transfer and functional overviews are not a substitute for formal
vendor product Customer Education courses available. Sentinel strongly encourages
attendance at Customer Education classes to gain further insight into the product
architecture and its integration.

Project Management

Sentinel will provide a project manager committed to the success of the project. The project
manager will be responsible for:
e Complete success of the project.
Optimal coordmation of all resources.
Guiding the client on aspects of the project they are required to perform.
Tracking and reporting of progress.
Management of agreed to budget issues.
Management of expected timelines for implementation.
Changes to the project and communications of changes in writing using a Project Change
Form.
Post installation document gathering, assembly and presentation.
e Post installation project completion agreement and signature.

Project management will ensure complete project success. Communication is the cornerstone of
project management and the project manager will be the central communication mechanism for all
parties. This will assure all relevant parties are informed about decisions that may affect the success
of their component of the solution.

Customer Responsibilities and Assumptions

The following is a list of responsibilities and/or tasks that Sentinel assumes have been completed or
reviewed by Village of DG prior to the execution of the above-mentioned project. If additional
responsibilities are uncovered during the project, Sentinel will make sure that Village of DG 1s made
aware of any issues promptly to determine resolution.

General Proposal Assumptions

Product Lead Times

Depending on the technologies quoted, orders may be direct or through distribution. Lead times
should be expected to be 8 weeks but can exceed 8 weeks. Should expedited equipment
requirements arise, there could be an additional charge to source through a warehousing distribution
partner.
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Village of Downers Grove

Site Readiness and Site Survey Requirement

Every effort has been made to ensure that proper power cords and patch cables have been included to
match your environment’s infrastructure. The notes section of the Bill of Materials (BOM)
explicitly states the quantity and type of cords quoted.

Four options are available to ensure the accuracy of the selected items; please initial next to
which method you agree to: (SELECT AND INITIAL ONLY ONE)

Note: In the absence of the Customer selecting one of the four options below, it is agreed that
the contract will default to Option #1.

Initials
Option 1
Customer waives the opportunity to complete a site/closet checklist, has reviewed the
BOM and agrees to quantity, type and length of the power and patch cables provided.
[Financial obligation for labor and materials for changes identified post order will be the
Customer’s responsibility]

Option 2

Customer has provided a site/closet review checklist document and confirms the
quantity. type and length of the power and patch cables quoted. [Financial obligation
for labor and materials for changes identified post order will be the Customer’s
responsibility, unless Sentinel provided the incorrect part based upon the provided

checklist]

Option 3

Customer elects a “for charge” onsite survey of the facilities and closets to determine
the quantity, type and length of the power and patch cables required. In addition,
Sentinel will assess each closet’s cooling and UPS readiness for the proposed
equipment being provided. [Financial obligation for labor and materials for changes
identified post order will be Sentinel’s full responsibility, unless changes to the site
have taken place subsequent to the site assessment]

Option 4

Not applicable. This SOW does not contain any work that would be performed in or
impacted by the Customer’s MDF, IDF or Data Center facilities.

Fiber

It is assumed that the Customer's existing fiber will support proposed transmission speeds (i.e. 1GB,
10GB, 40GB, etc.). Customer must ensure that the fiber optic cabling is within manufacturer
tolerances for distance and loss in order to support the required transport speeds. In some cases,
specialized equipment, such as attenuators and mode conditioning cables, may be required to
properly support these speeds. This equipment will be at the expense of the Customer.
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Village of Downers Grove

Optics (SFP, SFP+, GBIC, etc...)

Every effort was made in the pre-sales process through white board sessions, BOM reviews and
diagrams to identify any and all optics required. ANY CHANGES IN OPTICS WILL BE
HANDLED VIA A PCR UTILIZING THE CONTINGENCY ALLOCATION AS
IDENTIFIED AND VALIDATED BY THE CUSTOMER AND PROJECT TEAM TO
ASSURE PROPER OPTICS, CABLES AND ACCESSORIES ARE ORDERED TO MATCH
THE PHYSICAL DEPLOYMENT REQUIREMENTS. Migration items and integration items to
existing equipment, if not noted, are not included nor is time for the interconnection, planning or
design of same. Should any question exist as to the total number, types and use of the optics,
Sentinel can set up a design review and white board session prior to the order upon request.

Power, Racks and Cooling

Like the optics, Sentinel has made a best effort to match any power requirements and answer any
requests of the Customer related to equipment specifications, power cables included or other
physical requirements. Any adjustments to fit in racks, connect to specific power terminal types, or
secure electrician services to run a new service are beyond the fixed bid project price. Sentinel will
respond to any inquiry and provide product literature. Any sizing charts provided are done so as a
convenience to the Customer and DO NOT represent a commitment by Sentinel that, as sold, the
equipment is ready for the Customer site. Sentinel offers Technology Area Design (TAD)
consulting services should the Customer prefer a more formal and accurate solution.

Patch Cables/Cable Lengths

In most cases the BOM includes any note(s) on cable lengths included. Without the design
validation of a formal TAD engagement, only a best effort is made to match the site requirements.
Any changes to the cord lengths, connectors or other site readiness items will be in addition to the
solution once the order is placed with the manufacturer(s). Many of the vendors offer the ability to
select the appropriate items prior to order, but will charge for any replacements needed after the
order and this offer will be extended to the Customer through the Sentinel Project Change Request
(PCR) process. Unless specified, Sentinel assumes the Customer will provide all patch cables
needed and can provide the product literature on any devices upon request.

Labor Union Requirements
Sentinel has NOT included any parameters for Union workers. Any requirement would require a
subcontract arrangement to be determined up front and would increase the cost of deployment.

Permits & Access

Unless otherwise agreed, all permits, variances, access to facilities, roof access, building warranty
concerns or other site specific information and procedures are the responsibility of the Customer.
Sentinel can assist as needed, but will need to be informed of any requirements prior to the site
survey to consider these within the validation process.

Patching of Equipment Cabling

Sentinel assumes, unless noted here, that the Customer will patch in all equipment to the cabling
plant within the facility. Sentinel can perform this connection service at an additional charge with an
approved PCR.
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Village of Downers Grove

Remote Support

Sentinel's service estimate assumes remote access support through IP VPN or IP PPP connection.
Without this access, additional services may be incurred for optimization and tuning required pre and
post installation.

Travel Requirements and Cost
Unless specified within the proposal, all travel expenses and time are not included. Travel time shall

be invoiced at pre-negotiated rates and expenses plus per diem at actual costs.

Duo Two Factor Authentication

Network Performance

Sentinel engineers work to define and deploy reliable network infrastructures in regard to
performance and stability however, cabling, connectors, connected systems, power, cooling, routing,
and other considerations can impact network performance and general stability. Sentinel
recommends a paid network assessment to evaluate the Customer’s environment in order to account
for variable(s) with regard to Data Center Network Switching. Without a relevant prior paid
assessment, a best effort will be made based on Customer input during the pre-sales process.

Pricing Summary

Multi Factor Authentication RFP

Hardware and Software
Extended Price

DUQ Hardware Token $ 9,449.07
Hardware and Software Total $ 9,449.07

Solution Subscriptions - Unless explicitly indicated otherwise within this contract, the below term for
these subscription services will automatically renew, absent at least ninety (90) days' notice of cancelation
by Customer before the start of the renewal term. For subscription services that do not automatically
renew, Customer must provide Sentinel with at least ninety (90) days’ notice of its intention to renew the
services and shall hold Sentinel harmless from any service interruption to result from the cessation of
services due to Customer’s failure to provide timely notice as stated herein.

12 Month Subscription Term Extended Price

Duo Access Edition $ 19,485.00

Azure AD P1 $ 26,373.75
Subscriptions Total $ 45,858.75

21

Page 23 of 34



MOT 2021-9166

Page 24 of 34

Village of Downers Grove

TOTAL PROJECT - Project Total Cost is based on the combined purchase of all Hardware/Software,
Professional Services and Solution Maintenance from Sentinel as detailed in the attached Bill of Materials.
Unbundling or materially reducing any of these essential elements of the solution may result in
modifications to the cost of the remaining elements.

Extended Price

Hardware and Software $ 9,449.07
Solution Subscriptions $ 45,858.75
Professional Services $ 17.472.00
Project Total $ 72,779.82

One-Time Services Discount 3 (2,339.00)

Discounted Total $ 70,440.82

*Quote is valid until 11/20/2021 Plus applicable tax, shipping & handling

DUO Hardware Token

DUO Hardware Token

Description Qty  UnitPrice Ext Price Snscia
Hardware tokens for use with a Cisco Duo subscription 38 9 - $ -
A hardware token used with a Duo subscription 380§ 24.87 $ 944907
Hardware and Software Sub-Total: $9,449.07

Duo Access Edition
Duo Access Edition
Description Qty Unit Price Ext Price Initial Term __ Billing Model Renewal Term

Initial Term - 12 Months | Auto Renewal Term - 12 Months | Billing Model - Prepaid Term | Requested Start
Date - 08-Oct-2021 | Requested End Date - 07-Oct-2022

Cisco Duo subscription 1 3 - $ - 12 Months Prepay 12 Months
Standard Cisco Duo

Access edition 375 § 5196 $ 19,485.00 12 Months Prepay 12 Months
Cisco Duo Basic Support 1 $ - % - 12 Months Prepay 12 Months

Initial Term Subscriptions Sub-Total: $19,485.00
Azure AD P1

Azure AD P1
Description Qty Unit Price Ext Price Initial Term___ Billing Model _Renewal Term

Azure Active Directory
Premium P1 (Annual 375 % 70.33 $ 26,373.75 12 Months Annually 12 Months
Pre-Paid)

Initial Term Subscriptions Sub-Total: $26,373.75
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Village of Downers Grove

V. PROPOSAL/CONTRACT FORM
#**THIS PROPOSAL, WHEN ACCEPTED AND SIGNED BY AN AUTHORIZED

SIGNATORY OF THE VILLAGE OF DOWNERS GROVE, SHALL BECOME A
CONTRACT BINDING UPON BOTH PARTIES.

Entire Block Must Be Completed When A Submitted Bid Is To Be Considered For Award

PROPOSER:

_Sentinel Technologies. Inc,
Company Name

2330 Warrenville Road

Street Address of Company

| _Downers Grove, 1160513

| City, State, Zip

_630-769-4271
Business Phone

630-769-1399
Fax

Date; 10/01/2021

_tricof@sentinel com

Email Address

[im Rico
Contact Name (Print)

800-860-8102
13-Hour Telephone

§gnature of Officer~Partner or
Sole Proprietor

Tim Hill, CFO/Co-President

Print Name & Title

1L /(,orporatlon
En”aturé of Corporation St.uuan
VILLAGE OF DOWNERS GROVE:

" e ATTEST:
~ Authorized Signature
) Signature of Village Clerk

Title
Date N Date -

In compliance with the specifications, the above-signed offers and agrees, if this Proposal is
accepted within 90 calendar days from the date of opening, to furnish any or all of the services
upon which prices are quoted, at the price set opposite each item, delivered at the designated

point within the time specified above.
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i ‘'he law requires tha: we mainain accurate taxpayer identification numbers for all individuals and partnerships to
| whom we make payments, because we are required to report to the LR.S all payments of $600 or more annually. We
also follow the LR.S. recommendation that this information be maintained for all payees including corporations.

Village of Downers Grove

VENDOR W-9 REQUEST FORM

BUSINESS (PLEASE PRINT OR TYPE):

TAX IDA(TING 36-2196132

NAME: '

Sentinel Technulogies, Inc.

Please complete the following substitute W-9 letter 10 assist us in mecting our LR.S. reporting requirements. The
information below will be used to determine whether we are required ta send you a Form 1099 Please respond as soon as

possible, as faiture 1o do se will delay our payments.

NAME: Sentingl Technologies. ne
ADDRESS: 2350 Warrenville Road
City: Downers Grove

STATE: Hiinots

YALS 60513

PHONE: 630-769-4300 Fax:

630-769-1399

(If you are supplying a social security number, please give your full name)

REMIT TO ADDRESS (1F DIFFERENT FROM ABOVE);

ADDRESS: PO Bex 85808

City;

_Chicago

Stare: _ 1L

TYPE OF ENTITY (CIRCLE ONE):
Individual
Sole Proprietor
Partnership
Medical
CharitableNonprofic

SIGNATURE:

e

=2
&

Zip:  60680-0851

Iimited Liability Company ~Individual Sole Proprietor
Limited Liahility Company-Partnership

L.imited Liability Company-Corporation

Corporation

Government Agency

) DATE: 9/0’-'!1/409.\
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Village of Downers Grove

PROPOSER’S CERTIFICATION (page 1 of 3)

With regard to Multifactor Authentication System, proposer Sentinel Technologies. Inc. hereby

certifies the following:
(Name of Project) (Name of Proposer)

L. Proposer is nat barred from bidding this contract as a result of violations of Section 720
ILCS 5/33F-3 (Bid Rigging) or 720 1LCS 5/33E-4 (Bid-Rotating),

2. Proposer certifies that it has a written sexual harassment policy in place and is in full
compliance with 775 ILCS §12-105(A)(4);

5. Proposer certifies that it is in full compliance with the Federal Highway Administrative
Rules on Controlled Substances and Alcohol Use and Testing, 49 C. F.R. Parts 40 and 382 and
that all employee drivers arc currently participating in a drug and alcohol testing program
pursuant to the Rules.

4, Proposer further certifies that it is not delinquent in the payment of any tax administered
by the Department of Revenue, or that Proposer is contesting its liability for the tax delinquency
or the amount of a tax delinquency in accordance with the procedures established by the
appropriate Revenue Act. Proposer further certifies that if it owes any tax payment(s) to the
Department of Revenue. Proposer has entered into an agreement with the Department of
Revenue for the payment of all such taxes that are due, and Proposer is in compliance with the
agreement.

BY: 2
Proposer's iithorizell Agent

[F]8[- a1 [B]o V|8 2]

FEDERAL TAXPAYER IDENTIFICATION NUMBER

or

Social Security Number
Subscribed and sworn to before me

this &9 dayof Sepr 208/

(oot

Notary Public)

OFFICIAL SEAL
GAROL H LEMKE

NOTARY PUBLIC, STATE OF | LINCES
UNTY

’ DU PAGE CO
MY COMMISSION EXBIRES 08/03/2024
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Village of Downers Grove

PROPOSER’S CERTIFICATION (page 2 of 3)

(Fill Out Applicable Paragraph Below)

(a) Corporation
The Proposer is a corporation organized and existing under the laws of the State of [ilinois ,

which operates under the Legal name of __ Sentinel Technologies, Inc,, and the full names of its

Officers are as follows:

President: _ Robert Lenartowicz
Secretary: Brian Oshome
Treaswrer: _ TiwHgHag .~~~

and it does have a corporate seal. (In the event that this bid is executed by other than the
President, attach hereto a certified copy of that section of Corporate By-f.aws or other
authorization by the Corporation which permits the person to execute the offer for the
corporation.)

(b) Limited Liability Company (L.LC)
The Bidder is a LLC organized and existing under the laws of the State of

which operates under the legal name of _ . and the full

names
of its managers or members are as follows:
Manager or Member:
Manager or Member:
Manager or Member:
Manager or Member:

(c) Partnership
Signatures and Addresses of All Members of Partnership:

The partnership does business under the legal nameof:

which name is registered with the office of in the state of
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Village of Downers Grove

PROPOSER’S CERTIFICATION (page 3 of 3)

(c) Sole Proprietor
The Supplier is a Sole Proprictor whose full name is:

and if operating under a trade name, said trade name is:

which name is registered with the office of - in the state of

5 Are you willing to comply with the Village’s preceding insurance requirements within 13
davs of the award of the contract?

Insurer's Name_ Chubb Indemnity Insurance Company

Agent _HUB International Midwest Limited

Street Address __ S5 East Jackson Boulevard

City. State, Zip Code _Chicago. [L 60604

Telephone Number  312-922-5000

I/We affirm that the above certifications are true and accurate and that I/we have read and
understand them.

Print Name of Company: _ Sentine! Technologies. Inc

Print Name and Title of Authorizing Signature: Tim Hill, CFO/co-President

Signature: i

Date: ____q / 22 , dog
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Village of Downers Grove

Non-Federa! entities are prohibited from contracting with or making sub-awards under covered transactions to partics
that are suspended or debarred or whose principals are suspended or debarred. Covered transactions include
procurement for goods or services equal to or in excess of $100,000.00 contractors receiving individual awards for
S100,000 00 or more and all sub-recipients must centify that the organization and its principals are not suspended or
debarred,

By submitting this offer and signing this certificate, the bidder certifies to the best of its knowledge and
belief, that the company and its principals:

1. Are not presently debared, suspended, proposed for debarment, declared ineligible or voluntarily
excluded from covered transactions by any federal, state or local govenmental entity, department or
agency.

2. Have not within a three-year period preceding this proposal been convicted of or had a civil judgment
rendered against them for commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a public (Federal, State or local) transaction or contract under a public
transaction, or convicted of or had a civil judgment against them for a violation of Federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsilication or destruction of records,
making falsc statements, or receiving stolen property,

3. Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity
(Federal, State, or local) with commission of any of the offenses enumerated in paragraph (2) of this
certification: and

4. Have not within a three-year period preceding this application/proposal/contract had one or more public
transactions (Federal, State or local) terminated for cause or default.

If the bidder is unable to certify to any of the statements in this certification, bidder shall attach an
cxplanation to this certification,
Company Name; Sentinel Technolooies. Inc.

Address: 2550 Warrenville Road

City: _Downers Grove __ZipCode: 60515

Telephone: (6341 ) 765-4300 Fax Number: ( 630 ) 769-1399

F-mail Address: _rico wsentinel.com o

r P s
Authorized Company Signature: W o

¢ of Official: CFO/Co-President

Print Signature Name: _Tim Hill  Tnt
Date: /3420
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Village of Downers Grove

CAMPAIGN DISCLOSURE CERTIFICATE

Any contractor, proposer, bidder or vendor who responds by submitting a bid or proposal to the
Village of Downers Grove shall be required to submit with its bid submission, an executed
Campaign Disclosure Centificate, attached hereto.

I'he Campaign Disclosure Certificate is required pursuant to the Village of Downers Grove
Council Policy on Ethical Standards and is applicable to those campaign contributions made 10
any member of the Village Council.

Said Campaign Disclosure Certiticate requires any individual or entity bidding to disclose
campaign contributions, as defined in Section 9-1.4 of the Election Code (10 ILCS 5/9-1.4),
made 1o current members of the Village Council within the five (5) year period preceding the
date of the bid or proposal release.

By signing the bid documents, contractor/proposer/bidder/vendor agrees to refrain from making
any campaign contributions as defined in Scction 9-1.4 of the Election Code (10 ILCS 5/9-1.4) to
any Village Council member and any challengers seeking to serve as a member of the Downers
Grove Village Council.

Under penalty of perjury, 1 declare:

Bidder/vendor has not contributed to any elected Village position within
the last five (5) years.

?5 \ _Lim Hill

Signature / o Print Name

J  Bidder/vendor has contributed a campaign contribution 1o a current
member of the Village Council within the last five (5) years,

Print the following information
Name of Contributor:

(vwmpdn\ or individual)

To whom contribution was made:

Year contribution made: Amount: $

Signature Prinl Name
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Village of Downers Grove

13.3 Certificate of Insurance

g 2
ACORD
v'

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMTONYYY)
0373012020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: H the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
i SUBROGATION IS WANED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER e
ALPER SERVICES LLC "Hg! . (312) 8421000 | F‘“‘; -
<1T Nesth Michigar Avenue AoomEep: CeME@Abereryoss.com
1210 Figor NSURER}S) AFFORDING COVERAQE nacs
Chieago IL EOE1s aRERA: NAUENE Fire isurance Co of Hardord 20476
INIURED NumERE: CONINeNtal Ingurance Comaany 5283
Sentinel Technologes, Inc INSURER C
2850 Warrenvilie Roag KOURER D -
NURERE:
Goarers Grove L EOE1S RCRERE
COVERAGES CERTIFICATE NUMBER:  20-21 GL Auto Jmb WC REVIS!ION RUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION CF ANY CONTRACT CR CTHER DOCUMENT VWiTH RESPECT TO WHICH THIS
CERTIFICATE KAY BE ISSUED OR MAY PERTAN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. UMITS SHOWN MAY HAVE BEEN REDUCED 5Y PAID CLAIMS.
[TREx ]
LTR TYPE OF INSURANCE NS0 | wvD POLICY NUMBER mm e
DK| coMMERCIAL CENERAL LABLITY EAcH g 1.000.000
]Gamsm Em e s 1000002
>¢| Sexual Abuse!Moestation MED EXP (Ary one perioni § 15000
& [ |tmes000.000/02d 525,000 8081855842 092912000 | 31292021 | prponaL anovewmer |5 1000000
GENL AGGREGATE LMT APPLES PER | GENERAL AGOREGATE 5 2.000.000
- PRODUCTS - coMPioPAGS |3 2.090.003
OTHER: [
ALTOMOSEE LABILITY COVNED BRCLETRAT |5 9,000,000
[>¢] awr avra ECOILY NJURY Per person; | §
A || t\\ﬁm‘r STHEDULED 8603155852 05/23/2020 | C329:2020 | oLy BUURY Pe moiae | §
HRED HON-CIWKED PROFPERTY T
|| ALTO= orey AUTOS ONLY Per acciderd)
| Comp: 1600 | 3| Col:t0C3 $
| wmreuauas | > oenn | eAck ocoummence ¢ 10.000.000
e[ |exceszuze AN 5081558543 08/29:2020 | £329202% | anarponre 5 10000000
oz | X rereamen 3 19.090 5
WORFEST COMPENLATION )(I FER I OTE
AND EMPLOYERS LIABILITY vin | ETATUTE ER TR
B T EaTNE HiA 8091558812 08292020 | Ga/20202¢ |k EACHACCIDENT : Blcini
(Giareastony B NH) £L Diseas-gaEmmLoves |3 1000.00D
I yeo Gescrbe 1,000,000
DESCRIPTION CF ORERATIONS bews EL DISEASE-FouCyLner |y OMT

DESCRPTION OF OFERATIONT | LOCATIONS | VEHICLES (ACORD 101, AddSona! Rerarke Sohedise. may be %

Emare epaoe Ic reqst

CERTIFICATE HOLDER

CANCELLATION

ZSPECIMEN Verrcatan ¢of Insurance Coverage

|

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THERECF, NOTICE WILL BE DEUVERED I¥
4COORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED RE| TIVE

o
L, P LD
Chaet 7 LA

o

ACORD 25 (2016/03)

30

© 198€-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD

Page 32 of 34



MOT 2021-9166

Village of Downers Grove

Lo w-g Request for Taxpayer Bt e

Fov Octoter 2018) Identification Number and Certification requester. Do not
Oepsimert of the Treasey send to the IRS.
Inlomal Revon s Senics P Go to www.irs.gov/FormWB for Instructions and the lates! information.

1 Kame (35 shawn an your mooms tex returm) Nama is required on this Ina; do no? [BEve INs fne bank

|Sentinal Technologles, inc. . S
2 Bus acss namaidlsregaraad enlity rame, if dMsrent from abowe

3 Chech gpeeaprate bow for fedens bax elasallizalion of tha porscn whoss oame & srdentd an liha 1. Check only one of Py | 4 Esamprons (codes sppy ooy ta
fellawing seven buxes, certun enllies Aol indvduals, ses
Frsnactions an page 31

r} lestiduabicha propretor or [Z: C Cerparation [_: § Corporatian Lj Parmedsn o [ ] Trust/estats
single member LLC Exemgl payaa cade [larn

[ Urmoy iiabitzy compary. Enter the tax cisssificaion (G=C corparation, S48 corporation. P<Padtnershpy®
Note: Chazx the approcrate bax 4 Ihe ine abowe for the tax claswification of the srgie-mavbor owner. Do not oneck | Exervgliun from FATCA reperting
LLC it the LLC Is clyiificd 85 @ angls memaer LLC that i3 digroardad #om ths aemer uriess the owwr af the LGS | o &
wwthe L1C that s not disregarded from the ounes for UG taderal tax papeses. Otherwise 4 sings-memter LLC that) n
I8 dishegarded from the oaner should chace e @@peeprate tox for the tax chssfestion of s awner
[ Gtra [see wostractions) &
5 Anarcas umder, ctreet and apt. or suite ro) Saa instrushons. HAequasstars narmw srd addsas foptons |

2550 Warrenwille Road

@ City, state, and ZIP cude

Downers Grove, IL 60515
7 List account nambens| here faplanal)

ﬁ___]ggpaytr Identification Number (TIN) B .

Enler your TIN i the appropriate box, Tha TIN prowdec must match the name given e ina 1 to avelg Social security number

MRS B A Lun s e suin e LT

Print or type.
Soo Specific Instructions on page 3,

backup witnholding. For individuals, this ia generally your social securily numbier (SSN). Kowover, fora 1
rasidant alien, sola proprielor, of disregarded entity, sov tha insluctions for Part |, later For ather - } -
entitios, it is yeur employer ident fication number (EIN). If you do 101 have a number, ses How lo get & -
TN, later. or
Note: If the acCount §6 in mora than coe name, see the instructions far line 1. Also see Wha! Name ang E yer identfication number
Number To Give the Requester Ier guicelines on whose numbaer to enter. o
3|6f~-|3(1]9|9|1 82

m Certification j -

Under penaities of parjury, | cartify thal

1. The numbe- shown an this form ia my correc: taxpayer dentification number (or | am waning for a number 1o be issued to mel, and

2. | am not subject to backup withhglcing because: (a) | am exempt from backup withhokling, or (D) | have not been natifizd by the Internal Rgverue
Service JRS) that | am subject to backup withholding as a resull of a fgilure to repent all interes: o+ dividends, or {¢) the IRS hay noldieo ma that | arn
no longar subject fo backup withhoiding, and

3. lamaUS citzen or ather U.S. person (gstined balow); and

4. Tna FATGA coda(s) entered on thes form §if any} indicating that | sm exempt rom FATCA mporting is correct.

Certification Instructions. You mus! crass oul dlem 2 above if you have Soen notified ty the (RS that you are currently subject ta backus wihholdng becanse

you have laled lo report all inlerest ana dvidends on your tax return, For rea! estata transsctans, itom 2 does nat soply. For motgage interest paid,

acgulsition or abandonmaent of secumd prpperly, carcelation of debl, contrbutions to &n individual retrerrer arrangament (HA, Bnd ganeraly, paymenis

alher than nlteest and v ,yaﬂ;’a'i\c} required to sgn the cartifcation, but you must provise your coriect TIN. Sep the mstructions for Part if, later

g e i . P s 7f 2L A

General Instructions * Farm 1088-D0 {dividends. nchoding thase Forn stocks of muteal
funds)
Secticn references are to the Intemal Ravanue Code unlees otherwise * Form 1099 MISC fvarious lypes of incoma, [r@as, a#ards. of gross
noted. pracends)
Future developments For the latest information about developments « Form 1 B (80ck of M {und sah d cofiin oth
related to Form W-8 and its instructions, such as legislation enacted 2 10996 [tk or rautlal e ]
transactions by brokers)
aftar thay ware pubished, go lo wwa s govFormWa . i
» Farm 1093-5 {proceads trom real estale ranssctions)
Purpose of Form * Farm 1083-K {marchant card and third pasty network ransactions)
Antindividual or entity (Form W=8 requester) who s requirad to fita an * Zgnn 1088 (home mortgage interest), 1096-E (student loan interest|
nformanon return with the IS must obtain your correct taxpayer 1096-1 (ition|
e T ALea TR ™ = Foum -0 i 4
, Incividual taxpayer identification mur n P - i -
texpayer dontification number (ATING. cr emplayer idemifeation rumber = Fomm 1008-A {acquisiion or gband onment of secured property)
(EIN}, to repart on an infarmaton retum the rmount paid te you, or other Use Term W-8 caly if you are a U8, parson (including a resident
amaunt reporiable on an informatian relurn, Exampies of information alien), 1o provice your comact TIN
returns inchsde, hut are not limited 1o, the following ¥ you o not ratien Farm W-3 to the requester vath a TIV, you might
» Form 1093-INT {internst eamed of pald) bs subiet! 1o hackup withhoiding. See Whal i backup withholging,
latgr.,
Cal Mo 1023 % For W-9 fuv 10-2018)
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