
VILLAGE OF DOWNERS GROVE
Report for the Village Council Meeting

SUBJECT: SUBMITTED BY:

Cisco Duo Multi-Factor Authentication
Dave Kenny
Director, Information Technology

SYNOPSIS

A motion is requested to authorize the purchase of a Cisco Duo Multi-Factor Authentication (MFA) solution, 
including 375 Duo Access edition licenses for one year, 375 Azure Active Directory Premium P1 licenses for 
one year, 380 hardware tokens along with installation services from Sentinel Technologies, Inc. of Downers 
Grove, Illinois in an amount of $70,440.82.

STRATEGIC PLAN ALIGNMENT

The goals for 2021-2023 include Exceptional Municipal Services.

FISCAL IMPACT

The FY21 Risk Fund includes sufficient funding for this purchase.

RECOMMENDATION

Approval on the November 2, 2021 consent agenda.

BACKGROUND

The Village of Downers Grove maintains exceptionally high standards for cybersecurity and regularly 
identifies opportunities to enhance its cybersecurity protection.  One such opportunity is the introduction of 
Multi-Factor Authentication (MFA).  The goal of MFA is to create a layered defense that makes it more 
difficult for an unauthorized person to access a target, such as computing device, software system, network 
or database.

MFA is a security technology that requires multiple methods of authentication from independent categories 
of credentials to verify a user's identity for a login or other transaction.  MFA combines two or more 
independent credentials: what the user knows, such as a password; what the user has, such as a security token; 
and what the user is, by using biometric verification methods.

An RFP was published in accordance with the Village's purchasing policy and three vendors responded.  
Sentinel Technologies’ response was the most complete in addressing Village requirements.  Staff 
recommends the purchase of the MFA solution from Sentinel Technologies, Inc. for a total cost of $70,440.82.
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ATTACHMENTS

Contract Documents
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